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, >4?9@BADC$EGFIH9JLK4M=N6OQPSRUTV TXW4Y . >4?9@BADC$E[ZL\]FU^9_a`cb < F9d , egfh]i ^kj&ODlImgn9oSpLqXY .:sr

, GNU MP MstLu < YIvLw9xky9z|{~}S�k{aA`��X�|� , RSA lIm)���B�s�U�$lIm]Fc�g�a`S�I� . ��g� pLd , ������F~lIm)��Fc�9�~�9��`��aRG� . � i ,

RSA lUmBFU�9�X� d `��4� iU�B� Yc 9¡]FI�L�g�X�
F~¢~£U¤a`�¥9¦§�I� .

2 GNU MP

GNU MP( ¨9© GMP) d , ªgf)��«~ngf)��¬gg®~f¯ f i±° ��T , ²g³X´9�Xygz;`�µ4¶ i < Y , C ·g¸X�
Fº¹k»4¼~�U½B{s}S�X{�ADpkqkY . ���$d , C ·g¸Sps¾¨ i�¿SÀ YLÁUFSÂ4ÃÄN4WU´~�]`ÆÅºJ&� < Y <ºÇ TXF~ÈÉ ADÊS»XËaÌ±Í±F9�gÎ i , p V Y~Ï � �]W=ygz;{s}S�
{BA�`Æt9u < Yk�k�U`4Ð�ÑÒ��T9WkY . Ó9ÔÕF GMP A
AÆ»ºÖSd , 1991

8 i P$×c� , Ø~Ù 8 i=Ú �XÛ9�4p=Ü&�W§AgA[»sÖgMÕ×��XT V � . ÝB�[Þ;ß�F9È É AàÊL»9ËaÌ
ÍId , f~á|â~ã$äåÛº�$Fc´~�kpIæ � Ï±M ,

ÚGç FgÈ É A
ÊX»gËBÌUÍId�f~è : �~d�f~áºé|ÁUFSâXãÕäê`ÆÅºJ&�G�ë Y . GMP d , ìgí]{4Í;î ( y9z9f ) F=ï4}~ð i±ñ9ò
��TSÈ=½�óBADð9ôÕ`�õÕö]�S� i Â]Ã , : � , ìS»±÷Õ»ø ãBîD`�ÓL® i < YS�4� i ÂºRUT , ù9  iU° �cTGú$W
�g�a`Æû À YkÂSü iUýgþ ×��XT9WkY .

GMP F��g�$d , yºz$Fc^º�Sÿ��Õã4ä��s�ÆT � ½��I»
îD`�� üG�S� , NX�ÕPkÈ±½�óBADðXô$`I�SWkYk�S� i ÂÃ , v6O[F CPU

iU° ��TGÓ�ÁÆ¾����9P	� ç ½$» É i° �ÆTIÓ�
��a×��SYLÂkü�ºH i�� ª;×��L�gÈ=>]Í±�~{� »�î�`Æ�XWXY9�X� i Â4Ã , : � ,
� »�î F��|�=×=`���Õi �I�c�|×=F�� �$i ÂºRUT , �9b;×��XT9WkY .

�9�Upkd , ª9f��BF��4`��k� < Y . GMP FIªXfBd ,ï4}~ð�� �"!gm;`$# < _mp_size, µ&%gx('k»S¼*)4F
¹9}$Í=¼ _mp_d, �	��+�,9FUïk}sðS`-# < _mp_alloc

ÂÕÃDPLY$.�/10SpLqXY .

3 2436587:9
lUm&�9�)�<;gmL�4M>=&�cWG�9�9�ÕlUmL �?Bd , @+�A Fc º¡kp*B�C�D ( l�m�� < YFE ) �HG�C�D ( ;ºm < Y
E ) FJIsp±�]`�Kg« < YÆÅºJSMXq9Y ( �JL�BÕF�ÅºJgK ).�UFc��L�BÕFJMONB`FPJQ iORJS �c�~FGM*T&U=�4lcm~ 
?$pkqkY . TVUs�Õl±m$pkd , lUm�� < Y~�gÎXFU�+�<;
m < Yº�~Î9FI�SM"WÕP§Ã , lIm1�ÕFg�~Î9FI��`�TXUa� ,

;~m]Fg�~Î9FI��`��g� i ��T�YÒO . Z~Fc�1[�\SpLqXY
TXUG�g^�]�^~n]d=Ø&_XFc¨-ÃêpLqXY .`XaJbdcfe�gih ��D A d , j � ps�9� i*k n < Yc�
�g� SA �lTXU < Y$TXUG� PA F ° `sqXY S Îa��k�c ~¡Lp*mgb < Y . A d , PA `FT&U±��n iOo�p< Y . T&U±��n$d , q�r&sXFSÂLü[P4ÁUFGp , A F"tu4iI° ��T>q1r�v~m]F AJw Ã i T&UG� PA M"x�y×��$Y .zJ{J|~} F h ��D B M A

i lcm��|�ÆT*B�C < YF���
`>� À Y . B d , TVUº�1na`��aRUT , A F*TVUs�
PA `�¥1� < Y . � i , ¨&r��$� M ` PA `��aR

T , l�m�� < Y . �G�[p , ZGF=l�m�� C ` EPA
(M)

�<� < .�&{ lIm�� C `�G �$� RG� A d , A Ï � M"�;RUT9WY��~�~� SA `��LWsT , C
A � M = DSA

(C) `F;
m < Y .
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touroku koukaikagibo kensaku
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3.1: �&� `����X�����

4 RSA 7:9
1977
8 i � , MIT

i WÕ� 3 E§F �4� D Rivest,

Shamir, Adleman
i ÂºRUTsÓLÔBF>T	U~�]l±m]M��&P×Æ�X� . �[�S`���PJD4FO�>���B`S��RÆT RSA l�mÒ���

ö . �V�Uf ��R FJ�*�|×º`O���9KÕF��� )� < Y . RSA

lIm]FX��¡4ã*¢Æx]dO£1¤ÕFB�=�"¥ , 1024 âXã]ä M"¦1§×��XT9WkY .`XaJb �L�XFFW4PgYF¨ V P��=f p, q `-m~b;� , n = pq

` þ z < Y . λ(n) = lcm(p−1, q−1) � < Y . 
 �
P e ∈ Zλ(n)(gcd(e, λ(n)) = 1) `-©SÎgY . d = 1/e

mod λ(n) `�ªÕ� < d `�©$ÎLY .

�g�g� d, p, q

TXUG� e, nzJ{J|
C = Me mod n�&{

M = Cd mod n

�º��p M d , l�m��SF °�« �[PgY*'XE�¬9¼Æ½>��×�k�$�� ( ®�� ) pXqaÃ , ¯�, i ZsF 2 °~f�#�£Ò�
��TLFcªgf1±�`Æ³³² < Y . M = M ∈ Zn � < Y .

�c� iU° � , d dIÓ1´ lcm(p − 1, q − 1) F$âLãBä x
1023
i 7 O[P�Ã ë Y~F~p , ;9m þ z$MkdkY A i HÕW .

�I�B`$µ O < Y*¶(�§�g�IT , ;9mL� d `��$� i±�a� ,

dp = d mod p − 1, dq = d mod q − 1 �º��T�� p � ,

�I�&�±`�· } i �4W$Y4�$��M J. J. Quisquater � C.
Couvreur

i ÂSÃ tJ¸�×Æ�X� . �IF�[J¹X� i ÂUYF;sm þ
z]d=Ø&_XF4ÂSü i PLY .
(1) Mp = Cdp mod p, Mq = Cdq mod q ` }»º iþ z < Y�¼
(2) ½�¾*E�¿1À�©~n i ÂÕÃÂÁ�Ã1�(¯�?

M = Mp mod p, M = Mq mod q

F R `FÄÕÎLY�¼
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�±F M d Fermat FI®�©~n i ÂÕÃ
M = Mp = Cdp = Cd+k(p−1) = Cd mod p,

M = Mq = Cdq = Cd+l(q−1) = Cd mod q

`$ª]�B��Å>ÆaRUT M = Cd mod pq ��PkY~F~pJÅ>;
m]dOÇ � �;×��$Y�¼
(2) FOÁ�Ã1�(¯�?a` R O i d"Å qa = 1 mod p, pb = 1
mod q PLY a, b `c�s³Ò��T�Å

M = aqMp + bpMq mod n� < �VÈ4ÂIW�¼
5 ÉËÊÍÌ6Î
0 F £9Fc�]�G�c� E d , �$F$Ï$Fc ~ÛJ?SpIû À �ê�
Ys�U�SpLqXY . ai ∈ F �º�

Y 2 +a1XY +a3Y = X3 +a2X
2 +a4X +a6 (5.1)

? (5.1) F a F�Ð��]d ,  gÛ�?4M"Ñ1� ,
< P w(Ò , ÓJÔ

M"�1�~f 6 `LÁ��k�~Î i , Õ~f i û À �à�$Y Ç V �~f`FÖ < .

E(F ) p]�±FI gÛ�?a`�ªÕ� < ¯ (x, y) ∈ F 2 � , O �#J� < Y “ ×XØFÙ ¯ ” F�ÚJ�$`�# < . ÂkÃ Ú"ÛSi F F�Ü
¨�0 K

iI° � , E(K) p"? (5.1) `�ªÕ� < (x, y) ∈ K2

� O FOÚ1��`F# < . (5.1) M=�B�s�U�SpLqXYº�~Î i d ,Ý � A pXP � �VÈ~Pa�ÆP~W . ���SdIùg ÕF�Þ�ß�à�f4M
0
i P4Y4ÂÕü�P E(F̄ ) F ¯ MkPXWB�4�G`�³�² < Y (F̄

d F FIe~f³��á*â�`F# < ). ·kW*ã À �VÈ ,

a1Y = 3X2 +2a2X +a4, 2Y +a1X +a3 = 0 (5.2)

� (5.1) d , F 2
i YºW=T , ¯>, i ªS�9×[�LYg�9�êM~P=W .

F F>äLf]M 2 pSPLWSP§� , Ú1Û K|`*å ü~�Õ�IP)O ,
a1 = a3 = 0 �º��T]ÂIW . ä~f 2 FO�1�ÕdcHgJ4pLq|Ã ,
? (5.1) F*æJç4M Y 2 + a3Y pLqXYGW w�è Y “ é1ê�W ”

F$����� , æ�çSM Y 2 + a1XY pXq9Y “ ë�é�ê�W ” F$�
�kMXqgY . Ù$F���� ,

Ú�Û KB`FåÒü±�L�ÆP|O , a1 = 1 �p V Y . ( äsf 2 FÕ� V i d�� i , é�ê�W4F��J� a2 = 0,

ë�é1ê�W]FO�1� a4 = 0 �[p V Y . )

F FOÕsfSM 2 pÕÁ 3 pÕÁIPsWgP�� , ? (5.1) F�æ�ç�`ì&í ���I�gqB�[p , %~f]F 1 ��%�ã , X → X − 1/3a2i Â]Ã , Ô X2 `kÁ*î"ï$p V ,
Ú�Û Ka`$å+üs�S��P�O ,

�B�s�U�Õd��ÕFOÏ]FI gÛ�?4p±û À �à�$YÕ�º��T]ÂIW .

Y 2 = X3 + aX + b, a, b ∈ F, charF 6= 2, 3.

(5.3)

�UF$��� , �I�kM Ý � A pXq9Y$�QWaüñð�ò$d , óJç$F 3

�J?SMIH��B`XÁU�sPºW$�L�I`QJ1ô < YL�X�~�F¯�±kp9q
Y . �Æ�Ld Y 2 = X3 +aX + b F$õ } ? −(4a3 +27b2)

M"ë1öÕFB� V ,
A �VZ~FB� V i Ø§Ã b ÃÂÃS� .

6 ÉËÊÍÌ6Î47Í9
�]�G�I�Slcm�÷$d , 1985

8
V.Miller � N.Koblitz

i
ÂGR�T"øJÃ i t�¸;×��k� . �k�XF h ¯ M w�A RcT~WLY .
(1) ùa`Æõ�ú < YÕ� V FOû�ü9KSM>¨ V W (

< P w(Ò , Ó
�~f Ç V q

iU° �cT , ýX¡1ù F ∗

q dX�9Ï�þa�[�|� A PW~M , �B�s�U�ÕFOù E/Fq d�ÿ��sqXY ). ê i , (2)E `

 �~i õÕöXP;� , lUm&÷a`���Y��XÑ9f(,&IXÈU½�ó]AQð
ôLdO�+�à�XT9W9P~W .

7 RSA ���	��
���������	���������
RSA F��~�~� d ` mod p, mod q F��k� ic�$� �ºl
m1÷�`IØ&_ , dpqRSA �F�göÕ�k� i < Y . � �g� pLd ,

�J¡LãO¢Dx 1024 â~ã$ä F�¨��SF RSA, ¯ dpqRSA, �
�4�Æ�|�l���gKkM1¯$=&�±×��4Yº��¡SãO¢[x 160 â9ã$ä
FI�B�s�U�$lIm (Menezes-Vanstone lIm ) Fc�9���! 
`$¶V�X� .

dpqRSA F#"%$�×Æ�kY þ z%&$F�P%')Ã[`�� À TJ�XY .

dp, dq F$âLãBä xBdIN º 512 Û9�$pkqLY . · º FUvXw
x9f�F þ z(&BdÕâLãBä x$M*) �]i Pº�VÈ , +ÕP�Oº�sÁ) �Bi P4Y . ê i '|`O^�,�� i �X�)�ITLW$Y$�&�]d�Å-/. � �aÃcâXã]ä x$F�0 ýÕF þ z�&SM±ÅºJ4PgFGp�Å1"
$$F�2�3$d 1

4
�54(� i PXYO¼�� i ;ºm$F76XF�8�ý$F .

f4pLqXY=M�Å Cd F þ z]dU÷4}!9ÒA ¡Sp±Ó�´ 1023× 2. Å9JBPBÁGFgM�Å Cdp F þ z�d±Ó�´ 512 × 2
. p%:; ¼B� A ��Å Cdq F � Áà«]YsFGp�Å*< À Y$��ýºz . f

d>=aRUT9W9P~W�¼IÓ9ÙÕF�½�¾*E�¿1À�©~n]FB�G��¥=p 4. F?'+� 1
. F?@ÕM�À ��iBA <�×I�BYsM�Åk�I�&�Id

512
i �|��T>×1CSp V YºFsp�Å$�10&�º��T*+$P§OG�GÁ

1

2

D�E 1

4
Os�[WXFF"($SM*G1HSp V Y�¼

_XFO#]Fcf1±ÕF í!I d>J&� < Y . ËGÖgCgô7KB{1Ls»
¼$�à�]F>��M]F çX� d , Z=�ON=� RSA � dpqRSA

i
° �ÆTXdg��¡kã$¢[x 1024 â~ã$ä , �]�G�I�4l�m ic° �
T9d~�J¡LãO¢Dx 160 âgã4äÄpgF þ z i �~WsT þ!P ��� .

lcm��Ò��;ºmÕd <ºÇ T>®�� 128 â9ãÕä ic° < Y#QsJV,
I i>RXÚ �I� .S�TFUFV W#U>V XZY>[ \#Y>[

RSA 0.062340 0.000091 0.000023 0.003346

dpqRSA 0.063842 0.000095 0.000022 0.001165]�^`_ba
0.005441 0.002743 0.018790 0.011022

c!d�e%f(g1hji7k
l?m>n 3po�q , dpqRSA r RSA sbt!uwvpxys , z�{|p} o%o~x������1�7�>� 1

3

}!�����%� x l s��*�1o�x .l>� r , GMP
m?�~�(���~� ���~��� � n

m
O(n3/2)mF�*�%� s � x Karatsuba

m`������� �#��� x7�7��s� � � x .  �¡7¢>£pr , RSA s dpqRSA sZt*u	¤ �?¥¦y§ � ���%�?¨ � s �ª©*«y¬/ q � � n�®��#¯ � .

8 °²±´³	µ�¶·%¸
, GMP

�#¹ � �#º% y¡*¢�£w»#{ m �!¼²s¾½%¿ |� � © . À } , º� �¡�¢?£y»B{ �BÁ%Â | ¤B�?Ã1Ä(Å�Æ»�{ m �%¼ � � � , Ç*È � ¢F£ m#É!Ê , ËwÌ?Í~Î�ÏFÐ?Ñm �1¼ ��Ò � � ©ÔÓ(ÕwÖ~× x .Ø�ÙÛÚ�Ü
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